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One-click RSA SecurlDfi provisioning sccureo

for securing Portable Remote Access

Business Challenge

Extending the corporate network borders outside of the organization for greater business mobility puts corporate resources

at risk. Protecting access to critical data and applications is the challenge that RSA SecurlDfi authentication responds to with a
unique, time-synchronous solution that automatically changes the user s password every 60 seconds. MXI Security Managed
Security Devices such as the Stealth MXP perfectly complement RSA SecurlDfi software tokens by providing a portable security
platform with the strongest authentication mechanism and hardware encryption algorithm.

This combination allows seamless access to resources, ensuring greater security while addressing the challenge of preserving the
mobile user s productivity. For administrators, MXI Security also provides ACCESS Enterprise , a device lifecycle management
solution that allows them to manage issuance, renewal, and revocation of RSA SecurlDfi software tokens for their users and

devices.

Key Features and Bene ts

All-in-one driverless portable security device with zero
footprint
. Stealth MXP™ provides up to 16GB in portable USB ash

. Hardware-based data protection with transparent AES 256-bit
CBC mode encryption

. 2-or-3factor strong authentication (biometric, password or
both in combination with hardware) to release access to RSA

SecurlDfi software tokens
. Full portability of RSA SecurlDfi software tokens
Manageability

.. Streamline RSA SecurlDfi software tokens issuance by
eliminating manual operations for user edition, token

selection, con gurationand le import

. Allow RSA SecurlDfi software tokens to be placed on the

device during device issuance
. Leverage existing servers and identity store

. Allow post-issuance provisioning for new credential issuance

or renewal

Partner Solution Brief

Use Case Scenarios

Securely collaborate from anywhere
. Store your RSA SecurlDfi software tokens on a Stealth MXP
and securely collaborate with your business partners from

any location in the world
Secure remote access for mobile workers

. Connect to your corporate network remotely when youre
on the road or working from home - without worrying about

losing your portable security device

. Simply select the RSA SecurlDfi option from the MXI Security
Menu Tray to securely access your data and resources
Protect access to sensitive information
Impose strong biometric authentication before granting
access to medical records and critical business applications
Facilitate large deployments
- Seamlessly deploy many devices with preset user pro les and

generate RSA SecurlDfi software tokens in a simple click
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